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npuceoeHo kamezopiio "B" i3 npaea (cneyiaavHicms - 081 OpuduuHi HayKu)

32idHo Haka3y Minicmepcmea oceimu i Hayku YkpaiHu 6id 10.10.2022 Ne 894 jxcypHaay npuceo€Ho
Kameezopiio "B" i3 mexHiku (cneyiasavHicms - 122 Komn'tomepHi HayKu)

2KypHana seudaemuvcs 3a nidmpumku MixcdepaicasHoi 2inboii iHxceHepie koHcyasbmanmis, I[ncmumymy ginocogii ma
coyiosozii HayionaabHoi Akademii Hayk Azep6aiioxcany (baky, A3ep6atiosxcaH), 2pomadcbkoi opeanizayii «XpucmusiHcbka
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T'oso0eHuii pedakmop: Conisiko [pyHa MukoJaiBHa - ZOKTOP IOPUAUYHUX HAyK, podecop, BigMiHHHUK
ocBiTh YKpainuy, Jlaypeart Ilpewmii IlpesugenTta Ykpainu gia mMosnoaux BuyeHux, Jlaypeat Ilpemii BepxoBHoi
Pagu YkpaiHu HalTaIaHOBUTIIIMM MOJIO/IUM YYE€HUM B rajiy3i pyHjaMeHTaNbHUX | TPUKJIAJHUX JOCTiKEHD
Ta HAYKOBO-TEeXHIYHUX PO3pOo6OK, akajgeMik AkajeMil Hayk BuIOi IIKOAM YKpaiHW, 3acayKeHUH H0pHUCT
Ykpainu (KuiB, YkpaiHa)

PedakuyitiHa Kosaezis:

. BaxoB IBan CTenaHOBUY — JOKTOP MejarorivHuUX Hayk, nmpodecop, 3aBigyBay kapeapH iHo3eMHoi disosorii Ta nepekysasy MixperioHanbHoOI
akajieMii ynpasiiHHs nepcoHasnoM (KuiB, Ykpaina)

. Byauuk BikTopis AHaTouiiBHa - KaHUAAT €KOHOMIYHUX HayK, mpodecop, npodecop kadeapH Gi3HEC-JIOTiCTUKH Ta TPAHCIIOPTHUX TEXHOJIOTIH
Jlep>kaBHOTO YHiBepcUTETY iHQpacTpyKTypH Ta TexHosorii (KuiB, YkpaiHa)

. Bouik ITaBsio [aB0BUY — JloLeHT KadeApHu BoJHOI iHxeHepii Ta BoAHUX TexHoJ0ril HalioHaJbHOTrO yHiBepCUTETY BOAHOrO rocnoAapcTaa Ta
npupojiokopucTyBaHHs (PiBHe, Ykpaina)

. I'vpka Osibra IropiBHa - KaHAM/JAT TEXHIYHUX HAyK, JOLEHT, AOLEHT KadeApH TOBAPO3HABCTBA, MUTHOI CHpaBH Ta YNpaBJiHHA fKICTIO
JIbBIBCHKOI'O TOProBeIbHO-eKOHOMIYHOr0 YHiBepcuTeTy (J/IbBIB, YKpaiHa)

. I'HaTiok Cepriéi OJieKcaHApPOBUY - KaHAMJAT TEXHIYHUX HAyK, JOLEHT,3aCTYyNHHUK JeKaHa aKy/JbTeTy aepoHaBiranii, eJeKTPOHIKM Ta
TeJekoMyHikaniit HanionaneHoro aBianiiiHoro yHiBepcutety (KuiB, Ykpaina)

. Jlaniii Onexkcanap IBaHOBUY - JOKTOP €KOHOMIYHUX HayK, npodecop, 3acaykeHUH npaniBHUK OCBiTH YKpaiHu, 3aBisyBau kadesapu dinaHcis,
6aHKiBCbKOI Ta cTpaxoBoi cnpaBu MixperionanbHoi akajemii ynpasiinns nepconanom (Kuis, Ykpaina)

. JliBisiHlok Muxaijo MuxaiJoBUY - JOKTOP (i3MKO-MaTeMaTHMYHHMX HAykK, mpodecop, 3aBiayBau Bijainy Bigainy nuBinbHOro saxucry Ta
iHHOBaLi}HOI AifnbHOCTI [lep>xaBHOi ycTaHOBH' THCTUTYT reoxXiMii HaBKOJIMIIHBLOTO cepeioBuila HalionanbHoi akajemii Hayk Ykpainu' (Kuis, Ykpaina)

. Janenuyk AnboHa PespopiBHa - KaHAMJAAT TEXHIUHUX HayK, CTapIUMH BUKIaAa4y Kadenpu Buoi MareMaTHKH i ¢isuku TaBpilicbkoro
Jlep>KaBHOTO arpOTEXHOJIOTIYHOr0 yHiBepcuTeTy iMeHi [imuTpa MoTopHoro (Mesitonosb, Ykpaina)

. 3abysoHoB I0piit JleoHiJOBUY - JOKTOpP TeXHIYHMX Hayk, npodecop, Ynen-kopecnongeHT HAH Ykpainu, gupektop /lepxaBHoi ycTaHOBH
«IHCTUTYT reoximii HaBKOJIMIIHBbOTO cepefoBuIna HanionanbHol akageMmii Hayk Ykpainu» (KuiB, YkpaiHa)

. Inbin Banepiit OpifioBuY - J0KTOp eKOHOMIYHMX Hayk, npodecop (KuiB, Ykpaina)

. InbiHa Anacracia OJsiekcaH/piBHa - KaHJM/JAT €KOHOMIYHMX HayK, JOLEHT, JOLEeHT KadeJpu myG6/i4HOro ympaBJiHHA i aAMiHicTpyBaHHA
HauioHasbHOro TOproBesibHO-eKOHOMiYHOr0 yHiBepcuTeTy (KuiB, Ykpaina)

. Kappaum OkcaHa Jllo6oMMpiBHA — KaHAMJAT €KOHOMIYHHMX HaykK, [IoLleHT KadeJpu KOMI'IOTEPHHUX TEXHOJIOTiH Ta eKOHOMi4HOI KibepHeTHKH

HaByasibHO-HAayKOBOI0O iHCTUTYT aBTOMaTHKH, KibepHETUKHU Ta 06YMC/II0BaIbHOI TexHiku HanlioHasbHOTO yHiBEpCHTETY BOAHOIO rOCNoAapcTBa
Ta NPUPOJIOKOPUCTyBaHHA (M. PiBHe, YkpaiHna)

. KBacnikoB Bosiogumup I1aBioBHY — JOKTOpP TeXHIYHUX Hayk, npodecop, 3aBifyBad kapeJpH KOMI'IOTEPU30BAHUX eIeKTPOTEXHIYHUX CUCTEM
Ta TexHoJsiorii HanioHanbHoro aBianiiHoro yHiBepcutety (KuiB, YkpaiHa)
. KoBasnenko BasieHTHH BacH/boBHY - JOKTOP I0PUJUYHUX HAyK, Mpodecop, MPOBiAHUH HAyKOBUH CIIBPOGITHUK CEKTOPY aBTOPCHKOrO MpaBa Ta

CyMDXHHUX TIpaB JlaGopaTopii aBTOpchKOro npasa Ta iHpopMariiHuX TexHooriH HaykoBo—J0C/IiJHOTO LIEHTPY Cy/J0BOi €KCIepTU3H 3 MUTaHb
iHTeseKTyasbHOI BacHocTi MiHicTepceTrBa toctuuii Ykpainu (Kuis, Ykpaina)



KoBasnenko OsieHa MuxaiisliBHa - KaHAMJAT MeAAarorivHUX HayK, NPOBiJHUI HAyKOBUH CNiBPOGITHUK BiAAiny npodibHOro HaBYaHHS [HCTUTYTY
neparoriku HAITH Ykpainu (KuiB, Ykpaina)

Komuaruuii Cepriii OsiekcaHApPOBHY - JOKTOPAHT Kadeapu dinocodii npaBa Ta opuauyHoi soriku HanonanbHoi akajgeMii BHYTpillHIX cnipaB
(KuiB, Ykpaina)

KpaBuyk Bosogumup MuKO/alOBUY — JOKTOpP HOPHAMYHUX HaykK, AOLEHT, JOLEHT kadeJpH KOHCTUTYLiiHOro, ajgMiHicTpaTHBHOro Ta
MiXKHapo/iHoro npaBsa BosiMHCcbKOro HalioHanbHOro yHiBepcuTeTy iMeHi Jleci Ykpainku (Jlyubk, YkpaiHa)

Ky3sbmuu JlroaMuna BosoguMupiBHA - JOKTOpP TEeXHIYHUX HAyK, FOJIOBHUH HAyKOBUH CMiBPOGITHUK [HCTUTYTY BOoAHUX Npo6JeM i Mesiopanii
HaujonanbHol akajeMmii arpapHux Hayk Ykpainu (Kuis, Ykpaina)

Kynunpkuit Cepriii OsieroBuY - KaHAUJAT TEXHIYHUX HaAyK, CTApIUMH JOC/IJHHK, MPOBIJHUHA HAayKOBUH CHiBPOGITHUK HAyKOBO-AOCJiAHOI
yacTMHU HallioHa/bHOTO YHiIBEepCUTETY BOJHOTO roCnoAapcTsa Ta MIpupoAoKkopucTyBaHHd (PiBHe, YkpaiHa)

Jlyk’'sinuyk Osexcanap IleTpoBUY — KaHJWAAT TeXHIYHUX HayK, AOLEHT, JOLEHT KadeJpu OyJiBeJbHHUX, JOPOXKHIX, MeJiOpaTHBHHX,
CiJIbCBKOTOCIIOAAPCHKUX MALIKH Ta 06J1ajHaHHsA HaljioHabHOTO yHIBEpCUTETY BOJHOTO rOCIOJapCTBa Ta NPUpoJoKopUcTyBaHHs (PiBHe, YkpaiHa)
Mapka CeiTsiaHa MuxaiiiBHa - JOKTOP TEXHIYHHUX HayK, mpodecop, npodecop KadpeapH 3eeHOi eKOHOMIKH Ta €KOHOMIKH IPUPOJOKOPUCTYBAHHS
Jlep>kaBHOI eKoJIOTiYHOI aKkaeMil mic9AUNIOMHOI OCBiTH Ta ynpas/iHHA (KuiB, YkpaiHa)

Manyenb laBua MacceHo - JOLleHT BiJAiy MpaBa Ta 3aXUCTy AAHUX, CTAPIIMI HAyKOBUH CNiBPOGITHMK i YIeH KOOPAUHALiHHOTO KOMITeTy
na6oparopii UbiINET, sanmpomenuit 4sen PDPC, 4eH-KOHCY/JIbTaHT KOMicii 1MdpoBoro npaBa MyHIllUNAJbHUX aJBOKATCbKHUX KoJerid
Kamninaca Ta Ilpas-T'panze (Can-Ilaysny), a Takoxx Kowicii 3 iHHOBaniil, ynpaBiaiHHs Ta TexHoJOriH MyHiqunaabHOI a/jBOKaTChbKOi KoJerii
I'yapysbioca, komenTaTtop IODA, mouecHuit unen IDEIA Institute, yren HaykoBoro komiTety MICHR, unen EDEN, uieH-kopecnoHAeHT
RedNAC, unen UMAU, unen-kopecnongeHt UBAU ([Toprtyranis)

MukutuH Tapac MUpPOHOBHY - KaHAMJAT TEXHIYHUX HayK, 3aBijyBau KadeJpu MeHe)KMEHTY PiBHEHCbKeOro Jiep»aBHOr0 ryMaHiTapHOro
yHiBepcuTtety (PiBHe, Ykpaina)

Mupropoj-Kapnosa Banepist BanepiiBHa - kaHAHAT I0PUJUYHUX HayK, 3aCTYNTHUK JUPeKTOpa 3 HayKOBOi po60TH, CTaplIMKA BUK/Iajay kadeapu
aMiHICTPaTUBHOTO, rOCNOAAPCHKOro Npasa Ta GpiHaHCOBO-eKOHOMIUHOI 6e3nekn CyMcbKOro Jiep>kaBHoro yHiBepcuteTy (Cymu, Ykpaina)
Mistok BikTopisi AHaTosiiBHaA - KaHJU/JAT NeJaroriyHux Hayk, JIOLeHT, AeKaH gakyJbTeTy ynpasJiHHs, aAMiHICTpyBaHHs Ta iHdopManiitHoi
JisiibHOCTI [3MaisibcbKOro AiepkaBHOro rymaHiTapHoro yHiBepcutety (I3Mais, Ykpaina)

MipouniyeHko BaneHTHHa IBaHiBHa - JOKTOp NeAaroriyHMX Hayk, npodecop, 3aByBad KadeJpu MNCUXOJIOrii, MeAaroriku Ta colja/bHO-eKOHOMIYHUX
Aucuuniaid HanjonaneHoi akazeMii JlepxkaBHOI IPUKOPAOHHOI CIyx6u YKpainu iMeHi Borgana XmMenbHuULbKoro (XMe/bHULbKUH, YKpaiHa)
Mixanbcbkuil ToMalll — JOKTOP HaykK, AoLeHT Kadepu reorpadii perioHanbHoro po3BuTKy I'maHcbkoro yHiBepcutety (Ilosbia)

Orienko Mukosia MuKo/IallOBUY - KaHAMJAT TeXHIYHHUX Hayk, npodecop kadenpu opranisanii aBianiliHux po6iT Ta nocayr HanioHasbHoro
aBiauiiiHoro yHiBepcutety (KuiB, Ykpaina)

Opapuenko Poman CeprifioBuy - 3aBiyBau kadeApu TeseKOMyHiKaliiHUX Ta pajioelleKTPOHHUX cucTeM HanioHasbHoro asiauiiiHoro
yHiBepcutety (Kuis, Ykpaina)

Onimenko Haranis MukosiaiBHa - JOKTOp I0PUJUYHUX HayK, mpodecop, 3acayxkeHuil opucT Ykpainu, akagemik HAIIpH Ykpainu, 3aBigyBau
BifAiny Teopii AepraBu i mpaBa IHCTUTYTY Aep:kaBH i npasa iM. B.M.Kopenbkoro HAH Ykpainu (KuiB, Ykpaina)

OnaHaceHKo BosoguMup MukosaifoBUY — AoLeHT KadeApH KOMII'IOTEPU30BAaHUX eJeKTPOTEXHIYHUX CHCTEM Ta TexHosorii HanioHanbHoro
aBianiiiHoro yHiBepcutety (KuiB, YkpaiHa)

Oxpimenko (Kmypko) TersiHa OJiekcaH[piBHA - CTaplIM{A HAyKOBHUH CHiBpOGITHUK KadeApH KOMIT'IOTEPU30BAHUX CHCTEM YIpaBJIiHHS
HauionanbpHoro aBianiiiHoro yHiBepcuteTy (KuiB, YkpaiHa)

[laBsoB KocTsiHTMH BoJIOAMMHPOBHY — JOKTOp €KOHOMIYHMX Hayk, Ipodecop, 3aBigyBad kadeJpu NiANMPUEMHHULTBA 1 MapKETHHIY
BosimHcbKoOro HaujioHanbHOro yHiBepcuTeTy iMeHi Jleci Ykpainku (JIynpk, YkpaiHa)

[Nackanb OsieHa BikTopiBHA - KaHAWAAT NMeJAroriyHUX HaykK, JOLEHT KadeApH MeJaroriYyHUX TEXHOJIOTiH Mmo4yaTkoBoi OocBiTH Jlep:kaBHOro
3aksany «[liBjeHHOyKpaiHCbKUH HalioHa/NbHUM nejaroriyHuit yHiBepcuteT iMeHi K. /. YinHcpkoro» (Ozeca, YkpaiHna)

[onimyxk Bitani#t BacuiboBUY — KaHAMAAT CiJIbCHKOTOCMOJAPCHKUX HAyK , 3aBiZjyBay BiAAiny 3polleHHs, BiAAiseHHa Mesiopauii IHCTUTYTY
BOJIHUX ITpoGJieM i Mesiopauii HanjioHanbHOI akafeMii arpapHux Hayk Ykpainu (KuiB, Ykpaina)

[puxonpkina Hartanis OsekciiBHA - JOKTOp MejaroriyHUx Hayk, npodecop kadeApu mejarorikv, aAMiHICTpyBaHHsS i cheniajabHOI OCBITH
Hapya/ibHO-HAayKOBOI'0 iHCTUTYTY MeHePKMeHTYy Ta ncuxoJiorii  /I3BO «YHiBepcuTeT MeHepkMeHTY ocBiTH» HAITH Ykpainu (Kuis, Ykpaina)
CraxoBa AHxeJtika [leTpiBHa — cTapIuuii BUKJIajay KadeJpu KOMI'IOTEPU30BAHUX €JIEKTPOTEXHIYHUX CHCTEM Ta TexHoJoriii HanioHanbsHoro
aBianiiiHoro yHiBepcutety (Kui, YkpaiHa)

TypuuHoBa 'aHHa BosojuMupiBHa — KaHAKWAAT NeAAroriYHUX HayK, JOLEHT, JleKaH GaKy/IbTeTy MpUpogHIYO-reorpadivHoi ocBiTH Ta eKoslorii
HauionanbHoro negaroriyHoro yHiBepcurety iMmeHi M.II. [paromaHoBa (KuiB, Ykpaina)

®ecenko Angpiii OsekciioBHY - KaHAMAAT TeXHIYHUX HAyK, acHCTeHT Kadejpu kibepbesnmeku Ta 3axucTy iHdopmauii KuiBcbkoro
HalioHa/IbHOTO yHiBepcuTeTy iMeHi Tapaca llleBuenka. (Kui, Ykpaina)

YepHeHnko BapBapa IleTpiBHa - kKaHAuAAT $i3HKO-MaTeMaTUYHUX HayK, AOLEHT KadeApH iHGOPMATHUKH i BUIOI MaTeMaTUKH KpeMeHUYyIbKOro
HalioHa/JbHOro yHiBepcuTeTy iMeHi Muxaitia Octporpagcbkoro (Kpemenuyk, Ykpaina)

Yephyxa Haziss MukoJsiaiBHa — JOKTOp MejaroriyHux Hayk, npodecop, mpodecop kadeapu corianbHoi peabiniTawii Ta coriaabHOI meAaroriku
KuiBcbkoro HauioHasbHOTro yHiBepcuTeTy iMeHi Tapaca llleBuenka (KuiB, Ykpaina)

Yymak OxcaHa BosioguMupiBHa - JOKTOP €eKOHOMIYHUX HAyK, JOLIEHT, HAYKOBUH CMiBPOGITHUK BiJAiNYy CTATUCTHUKH i aHa/MITUKK BUILOI OCBITH
Jlep>kaBHOI HayKOBO{ YCTaHOBU «|HCTUTYT OCBITHBOI aHaMITHKM», (KUiB, YKpaiHa)

langpa Hatanis AHzpiiBHa - KaHAMJAT NeJAroriyHUX HayK, JOLLeHT KadeJpH iHO3eMHHMX MOB Uil MPUPOAHUYHX (aKy/bTeTiB JIbBiBCbKOrO
HallioHaJIbHOTO yHiBepcuTeTy iMeHi IBaHa ®paHka (JIbBiB, YkpaiHa)

lllepemer IHeca BosoauMupiBHA - KaHAWAAT NeJaroriyHUX HayK, AOLEHT, JOLEHT KadelApH MeAMKOGIOJIOriYHHX Ta BajIeOJIOTIYHHX OCHOB
OXOPOHH XUTTA i 310poB’st HalioHa/bHOro negaroriyHoro yHiBepcuteTy iM. M. I1. JlparomManoBa (KuiB, YkpaiHa)

Axumuyk Anina IOpiiBHa - JOKTOp €KOHOMIYHHX HayK, npodecop, AkaZieMik eKOHOMIYHUX HayK YKpaiHu, npodecop kadeipu JepruaBHOro
ynpaBJiHHSA, JOKYMEHTO3HABCTBA Ta iHpopMaliiHoi AissbHOCTI HallioHabHOTO yHIBEPCUTETY BOAHOTO FOCHOAAPCTBA Ta MPUPOAOKOPUCTYBAHHS
(PiBHe, YkpaiHa)

SAxumuyk Osier PeoociiioBud - KepiBHUK rpynH 6iiHry Bigainy 6i3Hec-cucteM JlenaprameHTy iHpopmariitHux TexHostorii [1PaT «PiBHeo6ieHepro»
(PiBHe, YkpaiHa)

SAuumue AHApid BacuboBUY - JOKTOP TEXHIYHUX HayK, CTapLIMH HayKOBHUH CHiBPOGITHUK, NMpPOBiAHMH HayKoBUH cniBpoGiTHUK Bigainy
LUBIJIbHOTO 3aXMCTY Ta iHHOBaNLi}HOI AifbHOCTI [lepxaBHoi ycTaHOBH'[HCTUTYT reoximii HaBKoIMIIHBOTO cepeoBuia HanionanpHoi akagemii
Hayk Ykpainu" (KuiB, Ykpaina)

CraTTi po3milieHi B aBTOPCbKiil peaakii. BianosiganbHicTb 3a 3mict Ta opdorpadito noaaHmx matepianis HecyTb aBTOpU.

aBTopw cTaTew, 2024
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CEPIA «IIpaso»

Kolpakov A.V.
LEGAL GROUNDS FOR FUNCTIONING ASSOCIATION OF CO-OWNERS AN
APARTMENT BUILDING

Vorobel U.B.
DISPUTED ISSUES OF LEGISLATIVE REGULATION OF LEGAL
CONSEQUENCES OF THE PLAINTIFF LEAVING THE COURTROOM IN
CIVIL PROCEEDINGS IN UKRAINE

Zhyvotovska 1.Yu.
PUBLIC HEALTH PROTECTIONS AND LIMITATIONS ON FREEDOM OF
RELIGION

Beaiuenko O.B. 5 5 )
[IPABOBE PET’ YH{OBAHH}I BINCHKOBUX JIIH B YMOBAX I'JIOBAJIBHOI
TPAHCDO®OPMALII CYCIIIVIPCTBA

Biabko T.O., Bizinceka F0.0., Anoxina 51.B.
BIUIIIOBI/JAJIBHICTh 34 HELIJIBOBE BUTPAYAHHA FBIO/DKETHHUX
KOITIB

Byxrisiposa L.I'., ByxTisipos O.A.
IIOPIBHAJIPHO-IIPABOBA XAPAKTEPUCTUKA CYMILIJEHHA IIOCAJ] TA
CYMICHHUI]TBA II]] YAC IIPOXOIDKEHHA ITYEJIIYHOI C/IV)KBEU

Byuuncwkuii O.1.
T'POMAJJCBKICTD Y 3AIIOBITAHHI KOPYIIL]II

BuuaBka B., Angpymko O., ITaBmok T.
ﬂI}IJYbH]CTb"F OJIOBHOI'O EKC{YEPTHO—KPHMIHAJZICT HUYHOI'O LIEHTPY
JIEP)KABHOI IIPUKOP/[OHHOI CJ/IV) KU YKPAIHU

Boiitoscsrkuii B.C.
CIHIBBIJHOLIEHHA A/IMIHICTPATUBHOI O TA CY/[OBOI'O OCKAPKEHHA
B KOHTEKCTI ,ZZEP}KABHOf PE CCTPAHH"

Henymes 1.B.
IIPABOBE PET'YJIFOBAHHA JIAJIBHOCTI CYBH’€KTIB BIO/PDKETHOIO
ITIPOLIECY HA MICIJEBOMY PIBHI B YKPAIHI
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Hinenxo B.1O., I'epacumenko A.P.
CBIJOLIbKUU IMYHITET CBALEHHOCJIVKUTEJIIB YV L{UBIJIBHOMY
ITIPOLIECI: IIPOBJIEMU ITPABOBOI' O PEI'YJIFOBAHHA

€poxin O.II.
IIPOBJIEMHI ITUTAHHA CYECHIIAPHOI BIQIIOBIJAJIBHOCTI YV
IIPOLIE/IYPI BAHKPYTCBA

Kymnina JI.®.

PEEMIT'PALIA TA PEIHTEI'PALIA TPY]JOBUX PECYPCIB AK BUKJ/IUK
JUIA IHCTUTYLIIHHOI O MEXAHI3MY JJEP)KABH B IIEPIO/] IIOBOEHHOI'O
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SECRET PERMUTATIONS-KEYS OF SIGNIFICANT DIMENSION
WITH THEIR ISOMORPHIC REPRESENTATIONS

Abstract. The processes of generating large-dimension permutation matrices
and their matrix powers, including in their new isomorphic spaces, are examined,
along with their features and advantages for modeling a protocol for the agreement
of a main cooperative secret key-permutation by a group of participants. Operations
of multiple permutations are proposed instead of raising the corresponding
permutation matrices to powers, which are the basic procedures of the proposed
cooperative protocol for agreeing on a common secret key-permutation, formed and
transmitted in its isomorphic representation. The proposed accelerated methods of
raising permutations to significant powers have been verified.

The results of modeling the cooperative protocol for the agreement of the
secret key-permutation, its algorithmic steps, and operations have demonstrated the
adequacy and advantages of isomorphic representations for describing and
functioning processes of matrix models and the proposed protocol. Additionally, the
results show that the proposed protocol significantly enhances computational
efficiency and security, effectively preventing brute-force attacks even with high-
dimensional keys. The practical implications of this work include improved secure
communications in distributed systems and potential applications in fields requiring
robust cryptographic methods, such as cybersecurity, data protection, and secure
communications in [oT networks.
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The study demonstrated that isomorphic representations of permutation
matrices not only provide high cryptographic strength but also significantly
accelerate computational processes, which is critical for applications requiring real-
time processing of large data volumes. The verification of the proposed methods
confirms their effectiveness and reliability in various usage scenarios.
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BAI'ATOCTOPOHHIN IMMPOTOKOJI AJI51 Y3IOJ)KEHHS
CHIVIBHUX CEKPETHUX IEPECTAHOBOK-KJ/JIIOYIB
3HAYHOI'O PO3MIPY 3 iX I3OMOP®HUMMU
HPEACTABJIEHHAMUAU

AHoTanisi. Po3rismgaroTecss mpoliecu TeHepyBaHHS MAaTpUIlh MEPECTaHOBOK
3HAYHOI PO3MIPHOCTI Ta iX MaTPUYHUX CTEMEHIB, Y TOMY YHCII B iX HOBHX
130MOp(HUX TIPOCTOPax, iX 0COOIUBOCTI Ta IEPEBATH JIJIT MOJICIIFOBAHHS ITPOTOKOITY
Y3TOJKEHHS TPYTOI0 YYACHUKIB TOJIOBHOTO KOOMEPATHBHOTO CEKPETHOTO KIIHOYa-
MEePEeCTaHOBKU. 3ampOIOHOBAHO oOrlepallii 0araTOKpaTHUX MEPECTAaHOBOK 3aMiCTh
ITHECEHHSI BIAMOBIAHUX 1M MaTpHIlb MMEPECTAHOBOK y CTEMEHI, 10 € 0a30BUMU
MpOIeIypaMH  TPOITIOHOBAHOTO  KOONEPATHBHOTO  IMPOTOKOJY  Y3TODKCHHS
CHIJIBHOTO CEKPETHOTO KITFOYA-TIEPECTaHOBKH, SIKH (POPMYETHCS 1 TIEPEIAETHCS Y
Horo i13oMopdHOMYy mpenacTaBiieHHI. BepudikoBaHO 3ampornoHOBaHI MPUCKOPEHI
METO/IY T1THECEHHS TIePECTaHOBOK Y 3HAYH1 CTEIEHI.

HageneHi pe3ynbpTaTi MOJIEITIOBAHHS KOOTIEPATUBHOTO MTPOTOKOJY Y3TOIKEHHS
CEKPETHOTO KJII0Ya-TIEPECTAaHOBKH B IIIOMY, MOTO aITOPUTMIYHHX KPOKIB, OTepa-
111, TII0 TPOJIEMOHCTPYBAJIM aJIEKBATHICTh Ta MepeBaru 130MOpGHUX MPECTABICHb
JUTSI OTIMCY Ta MPOTIeCiB (PYHKITIOHYBaHHSI MAaTPUIHUX MOJIEJICH Ta 3aIIPOIIOHOBAHOTO
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npoToKoy. JlogaTkoBo, pe3ysibTaTh MOKa3yIOTh, 110 3aIPONOHOBAHUMN MPOTOKOI
3HAYHO TMIOKpaIlye€ OOYMUCIIOBaIbHY e(EeKTUBHICTh Ta 0e3neKky, e(EeKTHBHO
3amo0irarouu arakaMm IepedopoM HaBiTh MPU BUKOPHCTaHHI KJIIOUYIB BHCOKOI
poamipHocTi. [IpakTruHi iMIUTIKAIT 111€T poOOTH BKIIOYAIOTH IIJIBUIIICHHS O€3MeKH
KOMYHIKaIIIf y pO3MOAIJICHUX CHCTEMaX Ta IMOTEHIIIHHI 3aCTOCYBaHHS B TATY35X, 110
noTpeOyI0Th HAAIMHUX KpUNTOrpadiyHUX METO/IIB, TAKUX SK KibepOe3mneka, 3aXucT
JTaHuX Ta Oe3rmeduHi KoMyHikarlii B mepexxax l[oT.

JlociKeHHsT TPOJIEMOHCTPYBAJIO, 1110 130MOpP(HI MpPECTaBICHHS MAaTpUY-
HUX TIEPECTAaHOBOK HE TUIBKU 3a0€3Meuyl0Th BUCOKY KpUNTOrpadiuHy CTIHKICTS,
aJie i J03BOJISAIOTh 3HAYHO MPUCKOPUTH OOUHCITIOBANIbHI MPOIIECH, 110 € KPUTUIHUM
JUUISl 3aCTOCYBaHb, SIKi MOTPEOYIOTh 0OPOOKH BEJIUKUX OOCSTIB JaHUX Y pPEaIbHOMY
yaci. Bepudikaiiist 3anponoHoBaHUX METOJIIB MiITBEPDKYE IXHIO €(PEKTUBHICTH Ta
HAJINHICTD y PI3HUX CLIEHAPIIX BUKOPUCTAHHSI.

KiouoBi cioBa: KOONEpaTUBHUM TMPOTOKOJ Y3TOJKEHHS CEKPETHOIrO
KJIF04Ya, MAaTpUYH1 MOJIEN1, 130MOPGH1 KIHOYi-TIEPECTAHOBKHU, KPUIITOTPAMU, KPUIITO-
rpadivyHe nmepeTBOpPeHHS.

Introduction. In the era of the information society and mass electronic
communications, with the widespread use of information technologies (IT), the
constant increase in information flow volumes, their significance, and the necessary
resilience to potential threats, cryptographic systems hold an important place among
the many different technologies, methods, and means of information protection, as
they most reliably protect information objects (IO). Over the past two to three
decades, the proportion of specific text and graphics documents (TGD) in the form
of digital, tabular data, drawings, graphs, diagrams, signatures, visas, resolutions,
etc., which are large-dimensional images that need to be transmitted secretly, has
significantly increased. Many of them contain information with restricted or closed
access, which must be provided as reports to government authorities and certified
with digital signatures. Most of the methods and means of cryptographic
transformations (CT) of information arrays and images are oriented toward the
sequential scalar processing of TGD blocks, converted into digital formats. One of
the key issues in the application of cryptography and steganography is the processes
(protocols) of agreeing on common secret keys or a series of derived sub-keys.
However, most protocols, such as Diffie-Hellman, MTI, STS, etc., as well as most
methods of cryptographic transformations of IO, are oriented toward purely scalar
keys and sequential block processing. Even for symmetric, widely used algorithms
(based on the current AES, IDEA standard, etc.), typical block and key lengths are
256-1024 bits, although for some exceptional ciphers like FEAL, RC6, and other
modern modifications of a wide range of known ciphers, these lengths are limited to
1024-2048 bits [1]. The transition from scalar data formats in known systems to
more appropriate and natural matrix-tensor formats has intensified the search for
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new matrix-algebraic models (MAM) of cryptographic transformations of 2D (3D)
arrays, images. The pace of development of cryptanalysis methods and
computational tools prompts the increase of key lengths (KL), making the search for
new concepts oriented toward parallel matrix processors and matrix-type models
(MT) relevant. Based on matrix-algebraic models, a new class of matrix-type
cryptosystems (MTC) has emerged [2- 5]. In response to the increasing complexity
of the tasks being solved and the amount of information, which more often need to
be processed in real-time, the creation of high-performance parallel matrix or
multiprocessor computers and algorithms has led to a series of modifications of
known CT algorithms and the creation of corresponding matrix-type (MT) models
[6-11]. The advantages of such cryptosystems based on matrix-algebraic models,
identified in these works, have intensified research on matrix-algebraic models and
led to publications [6-10] demonstrating a range of new improvements and
proposing extensions of their effective application areas.

Analysis of Recent Research and Publications. Matrix affine and affine-
permutation ciphers (MAPC) based on new advanced matrix-algebraic models have
been studied and used for cryptographic transformations (CT) of images, creating
enhanced electronic digital signatures [11-15], for masking (hiding) images and
video files [16-19], and for generating necessary streams of secret matrix keys of
various types [20-21]. The use of the proposed matrix approach and matrix-algebraic
models has enabled the creation of block [7], parametric [9], and multipage [10]
cryptographic models with increased cryptographic strength [10] for 2D arrays,
black-and-white, and color images, and to check the integrity of cryptograms and
the presence of distortions [5, 6, 8]. The functioning of all such matrix-algebraic
models has been confirmed by simulation modeling, demonstrating the advantages
of such models and algorithms: expanded functional capabilities and better
performance in their hardware implementations on matrix processors.

These facts indicate that traditional processes (protocols) for electronically
agreeing on common secret keys [22], or a series of derived sub-keys, should be
adapted to new challenges [23-25], including matrix-type cryptosystems [24, 26, 27].
For practically all known algorithms and ciphers, including newly developed ones
[5-14], bit, byte, or group permutation procedures are the most common and
mandatory. One of the main components of generalized multi-step matrix affine-
permutation ciphers is the matrix permutation models (MPM) [3, 5, 6], which have
visual simplicity. The modified matrix permutation models with bit-slice
decomposition proposed in [27] eliminates the shortcomings of simple MPM but
requires two matrix keys (MK) and two vector keys (VK).

The implementation of all the above-mentioned matrix models (MM) requires
specific keys in the form of two-dimensional arrays (images). The need for CT over
large-dimensional multi-dimensional 10, images, also necessitates not only matrix-
algebraic models of CT but also secret matrix keys (MK) [27, 28]. Further
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improvements of MM CT for encrypting multi-dimensional signals, multi-spectral
images of various physical and aerospace objects, require homogeneous secret
matrix keys consistent with their structure, such as matrices (images) [28, 29].
Similar MK are needed for the modified MM CT with cryptogram integrity
verification [6]. Additionally, these MK for such MM must account for the specifics
and structure of formats and extensions characteristic of black-and-white multi-
gradation, color, and multi-spectral images.

Problem Statement. In 2009, for matrix keys of the st type in the form of a
random (noisy) image, a generalization of the Diffie-Hellman protocol to the matrix
case and a method for forming images matrix keys were proposed (MK I). The
improvement of such matrix protocols through the application of enhanced methods
for organizing accelerated computations based on parallel matrix logic is addressed
in works [26, 27], where the advantages of multi-step, multi-stage protocols for
agreeing on a secret MK were confirmed by model experiments. For matrix affine
and affine-permutation ciphers, in addition to such MK, it is also necessary to have
matrix keys of the 2nd type, namely, a set of binary permutation matrices [3, 6, 26,
27], here denoted as MK P. The issues of their formation and application were
partially addressed in [3, 6, 26], and only in [28] was a protocol for agreeing on MK
of the MK P type proposed. However, it did not consider protocols for cases of
agreeing on an MK P that would be common to all group members, i.e., situations
where participants wish to create their cooperative group MK_P.

Unlike the protocols in [26, 27], a so-called cooperative protocol was
considered in [29], but it was related to MK 1. It is known from [6, 8] that generating
a series of permutation keys (MK P type) derived from a main matrix key (MMK P
with significantly increased dimensions) successfully addresses the problem of
resilience. Therefore, the task of agreeing on a large-dimensional secret main key
(MK P type), specifically cooperative for group participants, is relevant and
important. The aim of this work is to develop, model, and study a cryptographic
cooperative protocol for agreeing on a common secret MK P for matrix-algebraic
models CT, based on the application of new isomorphic representations of MK P
and the analysis of protocol procedures.

Presentation of Main Results. In our first experiment, the MK P was a
bitwise square matrix (PSAB) with dimensions 0of 256x256 elements. The simulation
of the protocol for the case of raising MK P to random powers, known only to the
parties involved in the exchange (two for clarity), is shown in Figure 1. Even
knowing the MK P—basis, given the significant complexity of the permutation set
(N! = 256!, where N is the dimension of MK P), does not allow the key to be
discovered without intercepting both MK Ps created by the parties.

If the input message is represented as a vector with elements from a chosen
range, permutation matrices and vector-matrix procedures can be used to rearrange
the components of the vector. By multiplying the matrix corresponding to the
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explicit input image on the left and right by the appropriate permutation matrices,
the columns and rows of such a matrix are mixed accordingly. This representation
of permutation ciphers does not ensure the maximum possible number of
permutations, as the elements of rows or columns are shuffled according to the same
rules. Permutations can be described by other models as well [1], but in our opinion,
the most convenient and adequate for describing cryptographic transformations of
images by permuting their pixels are matrix models of the type
SPXY=KPX-SI-KPY, where SI is the input message matrix of a given dimension,
and KPX and KPY are square permutation matrices along one and the other
coordinate respectively, with dimensions consistent with the number of rows and
columns. The basis of these models consists of permutation matrices P, which are
matrices where each column and each row contains only one element equal to 1, and
all other elements are 0 [9, 11]. The cardinality of the set of all possible P matrices
of dimension kxk is estimated by the value K = f(k) = k!.

~

2T/K1AR -ETBA

Flg. 1 Fragment of the Mathcad window showing the verification of the
modified Diffie-Hellman protocol for the case of raising MK P to powers (537 and
523), used as the basis. The basis (256x256 PSAB matrix), intermediate MK Ps
(ABK, BAK) exchanged between the parties, and the resulting keys (KLAB,
KLBA), which are identical, are displayed.

In the second experiment, the MK P was a bitwise square matrix with N*N
elements ("0" or "1"), where N=2"16, which increased the complexity of the
permutation set to (65536!). Thus, any permutation of length 65536 (a 65536x65536
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bitwise matrix) can be uniquely isomorphically represented by two matrices of size
256x256, with elements taking values in the range 0-255. The Mathcad window with
the module for generating the base (main) MK P (MMK P) and the appearance of
its components KeyA and KeyB (two halftone images) is shown in Figure 2. The
software module (Mathcad copies) that implements the iterative permutation
procedure in MK P, isomorphic to raising the permutation matrix to the required
power, is shown in Figure 3. Similar modules were used for all step-by-step
procedures in the simulation of the cooperative protocol.

ACN = [for qe8.1
for =0 288
for b 238
Ni=0
for je0 238
A v Ooee(rod 236);
while Ny= 1
A o flosrnd 258))
Nyl
A jeA .
AA KevA KexB

Fig. 2 Software module for generating the base (main) MK P and the
appearance of its two components, KeyA and KeyB, in the format of two black-and-
white images (Mathcad window).

Ax PiAlisa x) = |p+ 0
5 KeyA
while p < Alisa x
Se | for icd_255
for je0. 255

Wi« SK'-”A""L]'Nﬂi,jlmnt',“!\j'wllj
W
p—ptl
3

BaPlAlisax) = [pe0
S+ KarB
while p < Alisa x
S+ |for is0 255
for je. 258

Wi j+ SKE’_A"’-'HJ-"‘?“1.1"{”3"”‘1.1-"7“11
w
pé=p+l
5

Fig. 3 Software modules (copies from Mathcad) illustrating the iterative
permutation procedure in MK P, isomorphic to raising the permutation matrix to
the required power by party x (Alice).
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Raising permutation matrices MK _P (N*N binary, where N=21¢) is
equivalently replaced by fast permutations, which can be further accelerated at
significant powers by using a certain basic set of fixed (fixed powers of MMK P)
and specific sequences. We verified the adequacy of the accelerated algorithms for
isomorphic formation of matrix permutation powers through modeling. For this
purpose, bitwise matrices raised to a matrix power were compared with matrices
obtained through fast permutations after being converted to their isomorphic form.
The results of modeling the cooperative protocol for the case of three parties are
shown in Figures 4-7. The protocol is executed as follows.
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Fig. 4 Mathcad window with the selected large-dimensional MK P,
isomorphically represented by two components (KeyA, KeyB) in digital and visual
forms (left), and the software module for multiple permutations (right).

Each party x, y, z (Alice, Bob, David) selects a common MK P as the basis,
isomorphically represented by its components (KeyA, KeyB), and follows a
sequential exchange of the intermediate MK Ps formed at each step. These
intermediate MK _Ps are created as powers of the basis, depending on the chosen
secret identifiers-numbers: Alice x, Bob y, David z, using the permutation
software modules described and shown in Figures 3-4. Each party, in the first step,
raises the isomorphic MMK P to their chosen secret power, which is typically a
large pseudorandom number of the order of typical values used today in
cryptography to significantly increase the computational complexity in brute-force
attacks on one-way functions. After this, each party sends the new MK P to the other
party along the chosen transmission path.
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Fig. 5 Scheme of partial key exchange between participants.

To generate a common encryption key, users independently form an
asymmetric key pair based on the common parameters of the chosen cryptosystem,
and then by exchanging them, they form a shared secret key. Specifically, each
participant, responding to another participant's request, raises the matrix P to the
power of their chosen secret key and returns the result. This process must be repeated
exactly N-1 times; if there are more requests, a Man-in-the-Middle attack may be
occurring, and the connection should be terminated. After the final request, each
participant multiplies the key by their own private key, thereby forming the shared
symmetric encryption key. [25]
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Fig. 6 Fragments of the Mathcad window for modeling the processes of
forming the secret MK P by three parties (Alice, Bob, David): modules for
permutations, appearance of the keys.
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Fig. 6 Copy of the Mathcad window showing the equal secret MK P keys
formed by the three parties, presented as their two isomorphic components.

The formed MK P (two matrices of 256x256 bytes) are transmitted by each
party to their neighbors along the path, and then the received MK _Ps are raised again
to their respective powers, as shown in Figures 5-7. All protocol actions are
performed with the isomorphic form of MK P, not with scalars. The parties do not
know the identifiers (powers) of the other parties, but the secret MK P
(isomorphically represented as two images) key they obtain is identical for all group
participants. Thus, the result of the protocol is identical keys, a secret MK P, whose
equality is evident (Figure 6) and ensured for all n parties without knowing each
other's identifiers. The correctness of the protocol's operation is confirmed by the
simulation results in Mathcad. An analysis of resilience, considering the complexity
of the set of large-dimensional MK Ps generated by this protocol, showed the
impossibility of attacks, as for N=21°, this complexity is estimated to be (216)!.

Conclusions. The modeling of the protocol for agreeing on a cooperative
secret large-dimensional permutation key has been completed, confirming its correct
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operation and the adequacy of the algorithmic steps and methods for forming the
intermediate and final MK P. The algorithms for accelerated exponentiation of
permutation matrices while preserving their isomorphic representations have been
verified, demonstrating their advantages.
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