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TOYHICTh PO3pPaxyHKIB JIJI1 METOLy YMOBHOI ONTUMI3aIlii B JOBIpUiit obsacTi. Buxoasuu 3 boro, MokHa
MPUITYCTUTH, 10 TOUYHICTh IHIIMX METOJIB CTaHOBUTH Mpubim3Ho 0,00001.

onTumizauii 8 posi

Pucynok 1 — Pe3ynbpTatu po3paxyHKiB IHIIMMUA METOaMHU

PesynbraTamu poOOTH € IPOTOTHIT IPOTPAMH ISl PO3PAXyHKY 3HAUCHHSI MapaMeTpa ¢, IPH SKOMY
JOCSITAEThCSI MAaKCHMaJIbHA HMOBIPHICTh BHHUKHEHHS OJHOYACHOI MOSBH TPHOX IMOMIH 3a CXEMOIO
bepnymni. HaBeneHo yac BUKOHAaHHS KOJKHOTO 13 3aCTOCOBAHUX aJTOPUTMiB. TakoK HaBeleHa TOYHICTh
PO3paxyHKIB JIs1 METOTy YMOBHOI ONITUMI3allii B TOBipYiil 061acTi.
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SIMULATION OF A CRYPTOGRAPHIC PROTOCOL FOR AGREEMENT A SHARED
SECRET KEY-PERMUTATION OF SIGNIFICANT DIMENSION WITH ITS ISOMORPHIC
REPRESENTATIONS
Krasilenko V. G., Kiporenko S. S., Chikov I. A., Nikitovych D. V. (krasvg@i.ua,
kiporenko@vsau.vin.ua, ilya95chikov@gmail.com, diananikitovych@gmail.com)
Vinnytsia National Agrarian University, Vinnytsia National Technical University (Ukraine)

Abstract
A protocol for agreement by user parties of secret keys-permutations of significant dimension and
their new isomorphic matrix representations is proposed. Features and advantages of such

representations are considered. The need to create such secret permutation keys to improve the
58
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cryptographic stability of matrix affine-permutation ciphers and other cryptosystems of the new matrix
type is well-founded. The results of modeling the basic procedures of the proposed key agreement
protocol in the form of an isomorphic permutation of a significant dimension, namely the processes of
generating permutation matrices and their degrees, are given. Model experiments of the protocol as a
whole, including accelerated methods of raising permutations to significant degrees, were performed.
Such methods use sets of fixed permutation matrices, which are degrees of the underlying permutation
matrix, and all these matrices are given in their isomorphic representations. The values of the fixed
exponents correspond to the corresponding weights of the digits of the binary or other code
representations of the selected random numbers. The results of simulation modeling demonstrated the
adequacy and advantages of isomorphic representations of the processes of functioning of matrix-
algebraic models of cryptographic transformations and the proposed secret key-permutation agreement
protocol.
Keywords

matrix-algebraic model, matrix representations, isomorphic permutation key, cryptogram,

cryptographic transformations, affine-permutation cipher, protocol, matrix-type cryptosystem.

1. Introduction, overview and analysis of publications

Introduction. Generalization of known cryptosystems [1-3], with scalar-type data formats to the
cases of matrix-tensor formats, emergence and research of a new class of matrix-type cryptosystems
(MTC) [4-7], based on their matrix-algebraic models (MAM) of cryptographic transformations (CT) 2D
(3D) - arrays, images (Is), which have a number of significant advantages, contributed to the
intensification of MTC, MAM research and the demonstration of a number of new improvements and
applications [7-12], MAMs in their hardware implementations are more easily displayed on matrix
processors, have extended functionality, improved crypto-resistance, allow checking the integrity of
cryptograms of black and white, color images [8], and the presence of distortions in them [7], create block
ones [9], parametric [9], multi-page [10] models with their significant stability [11]. Secret key generation
protocols for such ciphers were partially considered in works [13-15], including in works [14], [15] some
matrix modifications of known key agreement protocols were proposed. Generalized MAM, matrix affine
and affine-permutation ciphers (MAPCS), their modifications were studied and used in the creation of
blind and other improved digital signatures in [11]. For CT in matrix models of permutations (MM _P),
with their basic procedures of matrix multiplication and some other element-by-element modulo
operations on matrices, byte matrices formed from rows, columns, vectors, which in unitary or other
codes display symbols, codes, bytes, must be multiplied by the permutation matrix (PM). Procedures for
rearranging bits, bytes or their groups are the most common and mandatory for almost all known and
newly created algorithms and ciphers. To increase the entropy of cryptograms images with their CT based
on MM _P and change their histograms, the decomposition of R, G, B components and their bit slices and
several matrix keys (MKs) of the PM type are necessary [6], [7], [10]. A number of such pseudo-random
(current, step-by-step, frame-by-frame) MKSs, which would meet the requirements and be quickly
generated, is also needed for masking, CT of video files or stream of blocks from files, images with their
significant sizes.

Formulation of the problem. Thus, there is a need for the MAM to form a number of MKs of the
PM-type that would satisfy a number of requirements from the main MK. Since the issue of matching the
main MK (MMK) of a general type, but not the sequence of PMs, was considered in [14], [15], and the
methods of generating a stream of MKs-permutations from the main MK were partially considered in
[16], but only for bit MPs of small sizes (256*256), then the purpose of the work is to propose and
investigate a protocol for the coordination of a secret (main) MK in the form of an PM of significant
dimensions, i.e., an main PM (MPM), to improve and adapt the type and structure of a MPM of such or
even greater dimensions to the images format and to fast hardware solutions, to model this protocol and
the process of formation flow of PMs from such a MPM for MAM CT in MT systems. In addition, the
above review and analysis of publications allows to determine another important task, namely the need to
develop and model such MAM CTs, which would be best suited for implementation based on vector-
matrix multipliers (VMMs), as well as to determine the characteristics and indicators of such models and
implementations.
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2. Presentation of the main material and research results

An overview of MT ciphers, especially multifunctional parametric block ciphers [9], their analysis
shows that it is advisable to use isomorphism of various representations of permutations (matrices or
vectors) that act as a master key (MK) and block or step-by-step, round MKs to achieve the goal of PM-
type, i.e. sub-keys (SKs), which are matrices of permutations of P (its powers!) or vectors isomorphic to
them. It is known from the works [7], [9-11] that with CT based on the basis of matrix affine-permutation
ciphers (MAPCs) and vector affine-permutation ciphers (VAPCs), cryptograms for some types of text-
graphic documents (TGD) and images (I), especially for block-based MAMSs, when using one personal
computer (PC) for all blocks are insufficient in terms of stability, however, a number of PCs created from
MPM solve this problem. And that is why the aspect of coordinating the secret MPM of the PM-type with
a significant dimension is important. Let’s consider the situation when for M blocks with a length of
256*256 bytes, presented in the form of a matrix of a black and white image, it is necessary to rearrange
all bytes in accordance with PM. In this case, PM in the generally accepted form should be square with
N*N elements (“0” or “1”), where N=2°=65536. The power of the set of possible such PMs, i.e. their
number, is estimated as N!=65536!, which gives colossal values for this N. But each byte address of the
block can be represented by two bytes indicating two coordinates (row and column) of the block. This
gives us the opportunity to represent any permutation with two blocks (256*256 elements) of bytes,
setting in each identical address of these blocks the corresponding senior byte (in the first block) and
junior byte (in the second block) coordinates of the new address of the byte selected for permutation. The
view of the software module in Mathcad for generating the basic (main) MK (PM) and the view of its
components KeyA and KeyB in the format of two images is shown in report. Therefore, any PM can be
uniquely represented by two matrices of size 256*256, the elements of which take values from the range
0-255, with the peculiarity that each of their 256 gradations of intensity in each of these two matrices
(images) is repeated exactly 256 times. The histograms of KeyA and KeyB PM components have the
form of horizontal lines. We note that such an isomorphic representation of the PM in the form of two
images gives us the opportunity to use these components KeyA and KeyB as two secret MCs of a general
type, for example, as additive and multiplicative keys in the MAPCs. This is evidenced by the simulation
results of the CT image (Im) using in MAPC the proposed PM and its components, as keys, shown with
the matrices of explicit image (Im), intermediates, its cryptograms (Cmap) and verifiable images [16].
And the histograms of the explicit image, its cryptograms after each CT with the affine components of
this PM, induced in [16], will be shown in the report. These experiments confirmed that CT with the
existing 2 components of the PM give high-quality cryptograms CD-ImAa and CD-ImAm, whose
histograms H-Cda and H-CDm are so close to the uniform distribution law that even for image (Im) with
an entropy of 0.738, the entropy of cryptograms differs from the theoretical maximum (8 bits) by just a
fraction of a percent, going all the way up to 7.99. The simulation results of the multi-step MAPC [15] for
different cases, when the components of affine transformations are first performed in a different sequence
and with different MK from the PM, and then permutation using the PM also proved similar qualitative
CTs, when applying the proposed representations of the PM. But for all modifications of the MAM with
such PMs, the power of the set of which is estimated by a significant value N! = (256*256)!, the issue of
agreeing session secret MPM is paramount. Let’s consider the essence of the protocol of agreement of the
MPM by the parties. Let there be sides: x (Alisa) and y (Bob). Let’s assume that one PM is known from
the set of admissible components in the form of KeyA and KeyB, shown in images. In addition, there is
always a PM of reverse permutation, which for the selected representation has the form of 2 KeyAO and
KeyBO. Each of the parties in the 1 step isomorphically elevates the MPM to their chosen secret degree
(we have 11 and 17 for example!), sends a new PM to the other party, and in the 2 step, the party receives
the new PMs similarly elevate them to the same random secret degrees. Here is an analogy with the
Diffie-Hellman protocol. In report show Mathcad program modules, displaying the procedure of iterative
permutations of the initial MPM, isomorphic to the elevation of the PM to the required power (11!) by
side z (Alisa). Using similar modules, the other side also isomorphically calculates the PM, as initial
MPM to required power (17!) by side y (Bob). New PMs received by the parties after the first step (each
in the form of two of its components) are sent to the other party. The participants in the session, obtained
by exchanging matrices, subject the parties to permutations of their elements chosen by the parties. In an
isomorphic representation, this is equivalent to raising the permutation matrix to the appropriate power.
After the second step the parties receive identical new PMs, i.e. essentially one secret PM. The modeling
results of these two steps of the secret MK agreement protocol in Mathcad in form of intermediate
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exchange and resulting secret MPMs in an isomorphic image representation will be presented. The parties
do not know the degrees of the other party, but the MPs they received are identical, which is confirmed by
simulation results. Thus, exponentiation of MPM (N*N bit matrices, where N=2° 1) is equivalently
replaced by fast permutations, which, moreover, can be even more accelerated for significant powers by
using some basic set of fixed degrees of MPM and their specific sequence, which provides significant
advantages by accelerating the calculation of MPM degrees, simplifying possible implementations. In
accordance with the MP protocol, values of significant dimensions must be multiplied many times, that is,
raised to a power. And the degrees to which the parties raise these isomorphically presented MPs must be
significant enough to ensure the necessary crypto-resistance against random attacks. Therefore, taking
into account the necessity and expediency of using the above-mentioned accelerated methods of raising
matrices to a power, we show an adequate isomorphic transformation of this procedure into some
sequence of fixed permutations. Depending on the code in which the value of the degree is given,
appropriate permutations are selected from the formed set of fixed MPs, the degrees of which correspond
to the corresponding weights of the digits of the binary code. The results of these simulations, the
corresponding formulas, procedures, key fragments will be given in the report. A comparison of the
elements of the obtained matrices confirmed their complete correspondence and equality. The results
obtained by modeling confirm the correctness of the protocol. Although the initial MPM is known to both
parties, the protocol allows without knowledge of the secret degrees being chosen sides, form a secret
key, PM in a similar isomorphic form in a time proportional to the number fixed permutations. In
addition, stability analysis taking into account the power of the set formed by this the protocol of the
relevant PM of significant dimensions showed the impossibility of carrying out attacks as a result of a
huge set of possible MPs, which is estimated by the value (2'%)!

3. Conclusions
A protocol for agreeing a secret key in the form of isomorphic representations of PMs of
significant dimensions was proposed, model experiments were performed that confirmed the adequacy of
the functioning of the models and the proposed protocol and methods of PM generation, their advantages.
The models are simple, convenient, adaptable for various format and color images, implemented by
matrix processors, have high efficiency, stability, and speed.

4. References

[1] Topbenko L.[., T'opbenko HO.1. [lpukmamna xkpuntosoris. Teopisa. IlpakTtuka. 3acTocyBaHHS.
Mouorpadis I.JI. 'opbenko. — Xapki: @opt, 2012. — 878 c.

[2] €menp B. CyuacHa kpunrorpadis: OcHoBHI noHsATTd / B. €EMens, A. MenbHuk, P. ITonoBuu. —
JIeBiB: baK, 2003. — 144 c.: in.

[3] Digital masking using Mersenne matrices and its special images / A. Vostricov, M. Sergeev, N.
Balonin, S. Chernyshev // Procedia Computer Science. 2017. Vol. 112. P. 1151-1159.

[4] Krasilenko V.G., Grabovlyak S.K. Matrix affine and permutation ciphers for encryption and
decryption of images. Systems of information processing. - Kh., 2012. - Vol. 3 (101). - P. 53-62.

[5] X. Wu et al., “Secure reversible data hiding in encrypted images based on adaptive prediction-
error labeling,” Signal Process. 188, 108200 (2021).

[6] Krasilenko V.G., Dubchak V.M. Cryptographic transformations of images based on matrix
models of permutations with matrix-bit-map decomposition and their modeling. Bulletin of Khm.
National University. Technical sciences. - 2014. - No. 1. - pp. 74-79.

[7] Krasilenko V.G., Nikitovich D.V. Modeling and research of cryptographic transformations of
images based on their matrix-bit-map decomposition and matrix models of permutations with verification
of integrity. Electronics and Information Technologies. - Lviv: National University, 2016. - Vo. 6. — pp.
111-127.

[8] Kpacunenko, B.I'., Oropogauk K.B., ®napunpka FKO.A. MonentoBaHHs MaTpU4HUX adiHHUX
ITOPUTMIB JUIsl K(pyBaHHS KOJIbOPOBUX 300pakeHb. KoM toTepH1 TEXHOJIOTIi: HayKa 1 OCBITa: Te3U
nomnogineit V Beeykp. HITK- K., 2010. — C.120-124.

[9] Krasilenko V.G., Lazarev A.A, Nikitovich D.V. The Block Parametric Matrix Affine-
Permutation Ciphers (BP_MAPCs) with Isomorphic Representations and their Research. Actual problems
of information systems and technologies. 2020. P. 270-282.

61



Martepianu X VI Mi>kHapOIHOT HAYKOBO-TIPaKTHUHOI KoH(epeHtIii «IHpopMaIiiiHi TEXHOJIOTT 1 aBToMaTHu3aIis - 2023

[10] Krasilenko V.G., Lazarev A.A, Nikitovich D.V. Matrix Models of Cryptographic
Transformations of Video Images Transmitted from Aerial-Mobile Robotic Systems. In Control and
Signal Processing Applications for Mobile and Aerial Robotic Systems. Hershey, PA: 1GI Global, 2020.
P. 170-214.

[11] Kpacunenko B.I'., HikitoBuu JI.B., fAukoBceka P.O., Suxoscekuit B.Il. MonenroBanHs
nmokpanieHux OaraTokpokoBux 2D RSA anroputmiB i KpunrtorpadiyHUX MEPEeTBOPEHb Ta CIIIOTO
eNIeKTpOHHOTO IudpoBoro miamucy. Cucrtemu 06podku inpopmarii. — X.: XVIIC imeni IBana Koxenyo0a,
2019. — Bum. 1 (156). — C. 92-100.

[12] JIyxeupkuii B. Metoau muppyBaHHS HAa OCHOBI IIEPECTAaHOBKH OJIOKIB 3MIHHOI TOBXUHU / B.
Jlyxkeupkuit, I. 'op6enko //3axuct indopmarii. — 2015. — T. 17, Ne 2. — C. 169-175.

[13] KBetnuit P.H., Turapuyk €.0., I'ypxiit A.A. MeTton Ta anroput™M oOMiHY KJIFOYaMU CEpe
rpyn KopuctyBauiB Ha ocHOBI acuMmerpuunux mmppie ECCra RSA. Indopmariiiai Texnomorii ta
KoMITroTepHa iHkeHepis. — 2016. — Ne 3. — C. 38-43.

[14] Kpacunenko B.I'., HikitroBuu J[.B. MojemntoBaHHs TPOTOKOJIB Y3TOKCHHSI CEKPETHOTO
MATPUYHOTO KJIFOYa JUIS KpUNTOrpadiyHUX TEPEeTBOPEHb Ta CHUCTEM MarpuuHoro tumy. Cucremu
00po0Oku iHpopmarii. — 2017. — Bum. 3 (149). — C 151-157.

[15] Kpacunenko B.I'., HikitoBuu J[.B. MonentoBanHs 0araTOKpoKOBHX Ta 0araToCTYIEHEBHX
MIPOTOKOIIIB y3TO/XKEHHSI CEKPETHUX MaTpUYHUX KJIt04iB. KoMIl 10TepHO-1HTErpoBaHi TEXHOJOTII: OCBITa,
Hayka, BHpOOHUIITBO: HaykoBui xkypHaI. — JIynek: JIHTY, 2017. — Bum. 26. — C 111-120.

[16] Krasilenko V.G., Nikitovich D.V. Modeling of methods for generating flows of matrix
permutations of significant dimension for cryptographic transformations of images. Abstracts of the II
All-Ukrainian STC Computer Technologies: Innovations, Problems, Solutions. - Zhytomyr: Zhytomyr
Polytechnic, 2019. - P. 67-77.

YK 004.942

IMITAIOIMHE MOJEJIOBAHHS I'OPIHHSI 3 YPAXYBAHHSIM HEJITHIMHOCTI
MNPOLECIB
Kpusuenko 10.B., KpuBuenko A.A.
(yuriikryvchenko@otfk.ukr.education, Nastya.otk.2014@gmail.com)
BCII "Onecbkuii TexHiunmid Gpaxosuii konemx OHTY" (Ykpaina)

Ilpononyemovca posensoamu mamemamuyni Mooeni 20piHHA 1 6UOYX08UX Npoyecis, 30Kpemd
asmomypoynizayito nonym's, uepes egonOYil0 OUHAMIYHOI cucmemu y Gazoeomy npocmopi 30ypeHb.
Poszenanymo ennue na eopinua maxux axciusux cmadinizyroyux ¢akmopis, K 8'sa3Kkocmi cmuciugocmi
cepedosuwya, 30YpeHHsT MUCKY i cknaodosux weuokocmi noaym’s. Ilposedeno komn'romepne
MOOENI0BAHHS 20PIHHA 3 YPAXYBAHHAM HENIHIUHOCMI Npoyecie MemoooM mMpPUSUMIDHUX NepemuHie
Ilyankape ma eusnaueno napamempu 6i0N0GIOHUX AMPAKMOPIE.

[ToOynoBa mareMaTMYHMX MoOjeliel BHOYXOBHUX NPOLECIB 1 MOTEHUINHO BUOYXOHEOE3MEeUHHX
00'eKTIB BHMMarae, B IepIly 4epry, MPOBECTH aHajli3 Iepexoay MHOBUIBHOTO TOPIHHSA Y PO3BHHEHY
neduarpaiiio 1 J€TOHAIll0, BUAUIMBIIA TaKUM YHMHOM MpobieMy BHOyxoOe3neku 3 OUIbII 3arajibHOi
npo0OiieMu mokexHoi oesneku [1].

HeckinuenHo Maie 3MillleHHs € oayM'st B310BXkK ocl OX € mpuyrHO0 30ypeHoro craHy Belel Teuli
cepenosuia (puc. 1).
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